Method and Apparatus for Integrated Payments Processing 
and Decisioning for Internet Transactions 



BACKGROUND OF THE INVENTION 



TECHNICAL FIELD 



The present invention relates to Internet transactions and the consequent 
collection of funds. More particularly, the present invention relates to a 
10 method and apparatus for providing an integrated decisioning solution for 
merchants accepting Internet transactions with processing payments 
electronically. 



DESCRIPTION OF THE PRIOR ART 

15 

While traditional payment systems, such as, for example, gateways with credit 
cards, continue to dominate the majority of Internet payments, a growing 
number of payment alternatives has developed. Alternative systems allow 
merchants to easily receive payments from a variety of sources including, for 
20 example, checking accounts, credit cards, lines of credit, and cyber-value. 



Large established merchants, such as, for example, Wells Fargo, Card 
Services International, Bank of America, and Chase, generally use payment 
gateways and software combination with merchant acquirers to accept credit 
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cards and electronic checks (eChecks) from an Automated Clearing House 
(ACH). 

Medium sized merchants also use payment gateways and merchant 
5 acquirers. Some medium and larger sized merchants also accept cyber-value 
through affiliate marketing programs. For example, Blockbuster and Omaha 
Steaks accept cyber-value through Beenz, and GiftCertificates.com accepts 
cyber-value through Yahoo Points. 

10 Smaller sized merchants, auction sellers, and individuals turn to person-to- 
person (P2P) payment solutions. Most solutions require pre-funding a stored- 
value account, then initiating payment from the stored-value account. For 
example, PayPal, YahooPayDirect, and Billpoint use store-valued accounts. 

15 Micro-payment merchants, such as, for example, digital goods, services, and 
subscriptions, are using payment aggregators to manage transactions over a 
period of time, and then process and settle at the end of the period. For 
example, The Wall Street Journal and the New York Times use Q-Pass for 
billing to credit cards, and Ezone and Hometips.com use e-Charge for billing 

20 to phone bills. 

PayPal has been dominant P2P payment system for several reasons, cited 

i 

herein below: 

• Viral Marketing. PayPal pays new users $5.00 and also pays $5.00 
25 per referral. Originally PayPal paid $10 for new members and referrals 

but lowered the amount to $5.00 after they acquired over 1 million 
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users. Additional limitations to qualify for the referral fee have been 
implemented recently by PayPal. To qualify for the referral fee, a 
consumer has to register as a Business/Premier account or post $50 to 
the PayPal account via a checking account direct debit. Some auction 
sellers advertise free items for users using PayPal. The seller can get 
$5.00 for referrals if the previously mentioned qualifications are met. 
Free transaction processing. PayPal previously did not charge 
individuals to fund the account or to receive money. Recently, PayPal 
announced a fee increase for their payment services. Free consumer 
accounts now have limited transaction amounts. If the transaction limit 
are exceeded, the account is charged based on the Business/Premier 
account price structure. 

Simple sign up and product use. Sign up requires name, address, e- 
mail address, and a funding source, such as a credit card number or a 
bank account number'. Users can easily request money from any 
person with an e-mail address. Auction sellers and small merchants 
can simply add a PayPal button to enable them to accept payments. 
Adapts quickly to meet market concerns and opportunities. In 
response to a few fraud scenarios, PayPal claims that they acted 
quickly to address system and process deficiencies. For example, 
PayPal now claims that a PayPal buyer using a credit card is now 
afforded all of the same rights that a credit card consumer with a 
dispute is provided. Also PayPal now requires better verification of 
bank account ownership before transferring money from the bank 
account via the ACH. 



Although PayPal currently offers certain services for free, they had originally 
announced plans to make money through several initiatives as cited herein 
below: 



5 • Transaction Fees. PayPal previously provided free limited service to 
individuals, but charges users for additional features and premium 
services. See Table A herein below for details. 

• Credit Card Fees. PayPal, through X.com, claimed that they were going 

to be offering debit and credit cards to its customers. An X.com credit 
^ 10 card would have been as on-us, whereby the issuer, X.com, would have 

, s 2 received interchange from the merchant, PayPal. A debit card would 

:7j have allowed X.com to receive interchange from POS purchases in 

Ln 

%j addition to fees for using ATMs to withdraw cash. Recent management 

M changes at X.com have changed the strategy of the company. X.com 

UJ 15 had previously claimed that they were going to provide comprehensive 

□ financial services however, due to recent management changes the 

company's strategy will be focused on being a payment provider. 

• Currency Exchange Fees. PayPal previously claimed that they would 

provide international payment options with a 1.5% fee for currency 
20 exchange. 

• Float Income. PayPal claims to have a $20 average balance in each 

PayPal account at any given time. 

• Banking Revenue. PayPal previously planned to migrate some PayPal 

accounts to X.com bank accounts with applicable banking service fees. 
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• Brokerage and Other Revenue. PayPal previously had planned to 
convert some accounts to X.com brokerage accounts with applicable 
brokerage service fees. 

5 Table A herein below shows the different types of services provided by 
PayPal. 



Table A 



Free Services 


Business/Premium Services 


Premium Service Fees 


Open an account 


Receive Money 


Approx. 1.9% plus 
transaction fees 
depending on transaction 
dollar amount. 


Send Money 


Nightly Sweep 


0.6% 


Receive Money 


Download data into Excel 


Included 


$100,000 Insurance 


$100,000 Insurance 


Included 




Instant Purchase and automatic 
payment requests for websites 
and auctions 


Included 




Accept unlimited credit card 
payments 


Included 




Batch Payment Service 


Lesser of 2% or 
$0.25/payment 




24/7 Customer Service 


Included 
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Although many alternative payment solutions have been developed, none of 
them offers an integrated comprehensive suite of products to address both 
consumer and merchant demands for safe, convenient, and inexpensive 
electronic commerce (e-commerce). 

5 

It would be advantageous to provide an integrated comprehensive suite of 
products that addresses both consumer and merchant demands for safe, 
convenient, and inexpensive electronic commerce (e-commerce). 

□ 10 It would be advantageous to provide an integrated comprehensive suite of 
;^ products that interfaces with a merchant's Web page seamlessly, as a plug 

and play product, including allowing for a single-sign on process for the 
consumer. 

Q 15 It would be advantageous to provide an integrated comprehensive suite of 

□ products to address both consumer and merchant demands for safe, 
convenient, and inexpensive e-commerce that handles transactions based on 
echecks, as well as credit cards. 

20 It would be advantageous to provide an integrated comprehensive suite of 
products to address both consumer and merchant demands for safe, 
convenient, and inexpensive e-commerce that uses a message architecture 
matching the ACH message to the original transaction. 

25 SUMMARY OF THE INVENTION 



6 



A method and apparatus provides a decisioning solution for merchants 
accepting Internet transactions, integrated with means for processing 
payments electronically. The invention claimed herein provides for electronic 
transfer of funds, authentication of parties, exception handling, reconciliation 
5 of funds, seamless integration with merchant's Web page, reporting of 
suspicious activity, approval for shipment of goods and services by merchant 
to indicate to seller, and a decision for merchant to transact with a buyer 
based on a determined risk of the buyer. 

10 BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 shows a schematic block diagram of the main components of a 
preferred embodiment, according to the invention. 

15 DETAILED DESCRIPTION OF THE INVENTION 

A method and apparatus provides a decisioning solution for merchants 
accepting Internet transactions, integrated with means for processing 
payments electronically. The invention claimed herein provides for electronic 
20 transfer of funds, authentication of parties, exception handling, reconciliation 
of funds, seamless integration with merchant's Web page, reporting of 
suspicious activity, approval for shipment of goods and services by merchant 
to indicate to seller, and a decision for merchant to transact with a buyer 
based on a determined risk of the buyer. 

25 
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In the preferred embodiment, the invention provides an Internet payment 
alternative to credit cards and paper checks. Credit card fees are costly for 
sellers, and white paper checks are a hassle to write, and delay payment and 
receipt of goods. The invention claimed herein acts as the ACH processor for 
5 the cited effort, as well as mitigates risk in the virtual world. The invention 
herein makes decisions regarding eCheck transactions and consumer 
enrollment. The potential for use of the invention claimed herein is 
immeasurable, in view of consumers becoming more Internet savvy and look 
to simple solutions for payments over the Internet. 

10 

It is noted that herein the terms consumer, end-consumer, buyer and/or seller, 
can be used interchangeably, and the terms registration and enrollment are 
used herein interchangeably. 

15 Electronic transfer of funds. 

In the preferred embodiment, transactions from consumer to consumer; 
consumer to business, and business to business are provided. It can be 
appreciated that capability can be extended for multiple consumers and 
multiple businesses, i.e. from one seller to multiple buyers, and from one 
20 buyer to multiple sellers. 

In the preferred embodiment, electronic transfer of funds is facilitated by 
message units. Typical information in a message unit for transfer of funds 
comprises, but is by no means limited to, purchase information, seller 
25 information, shipping data information, auction information, buyer entered 
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data, source generated data, client maintained data, buyer data, DDA 
information, and additional credit card processing information. 

Authentication of Parties. 

5 In the preferred embodiment, the registration or enrollment feature of the 
claimed invention herein takes basic information from both the buyer and the 
seller such that neither has to re-enter the same information at a later time. 
That is, information from the registration feature is stored. The registration 
process is binary in that either a yes or no is determined. If the result is no, 
□ 10 then the end-consumer may not use a merchant's product. Otherwise, the 
'J end-consumer is considered an approved seller or buyer. 

I = 5 

l 'r;\ In the preferred embodiment, when enrollment or registration requests are 
l± made, risk assessment methods and criteria are available. Risk assessments 
l"j 15 specifically affect processing of enrollments where an indicator, such as, for 
g example, an entitlement flag indicate that eCheck processing is enabled. 
Seller categorization can also be based on such a list of assessments. 

In the preferred embodiment, when enrollment related message units are 
20 received by the invention herein, all data from the message units, as well as 
any standardized fields, are stored and facilitate building in indices to speed 
search times in subsequent searches. 

25 

Echeck Purchases. 
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In the preferred embodiment, purchase requests via eCheck require an 
immediate decision and a 5 second response returned to the customer. It can 
be appreciated that the invention claimed herein can incorporate a variety of 
methods implementing logic to support eCheck purchases. An online 
5 decision engine triggers the performance of a number of risk assessments. 
Each assessment is assigned a unique risk assessment identifier (ID). The ID 
allows subsequent identification of which risk assessments passed and which 
risk assessments failed. The assessment methods for generating the risk 
seessment ID's assure uniqueness. 

10 

In the preferred embodiment, a hierarchy of assessments is used under 
specific situations, such as, for example, eCheck purchases, or enrollment 
requests. For example, assessing if an end-consumer is too good to be true, 
can be performed when a buyer is enrolling in the customer's system to 
15 perform a transaction. In contrast, cross-checking a file containing known bad 
buyer identifiers can be performed in addition to the too good to be true 
assessment when an eCheck purchase is requested. It can be appreciated 
that the scope of the invention is not limited to these two types of risk 
assessment described herein above, nor even to types such as these cited. 

20 

In another embodiment, risk assessment can also be performed using an 
external vendor, such as, for example, FraudScan Plus, offered by 
Equifax/RiskWise. The vendor product scans and checks various elements in 
an inquiry seeking inconsistencies, inaccuracies, and/or previously misused 
25 elements. Results are returned to the decision driver of the claimed invention 
herein for interpretation. Cost relating to using third party vendors can affect 
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rules in their use. The invention claimed herein accommodates using third 
party vendors and their subsequent usage guided by business rules. 

In one embodiment, the results from a third party risk assessment vendor as 
5 described herein above is used as part of the 5 second lookup. 

In the preferred embodiment, individual risk assessment identifiers and results 
are stored and are accessible for future review and analysis. 

Q 10 In the preferred embodiment of the risk assessment feature, the following 

apply. Total time for registration is real-time, or kept under 5 seconds. 
; = ^J Manual review and overrides by analysts are allowed. That is, credit analysts 

need the ability to review the decisions and manually override decisions. 
L: Overriding is on an exception basis and does not require an extensive user 

Q 15 interface. Rather, the analyst can review a customer file, and can have 
rg access to an override field and a comment field. User adjustment of risk 

element weighting is allowed. User defined risk element tables, rather than 

hard coded risk weighting are used. 

20 Due to marketing pushes and current eCommerce momentum, the invention 
claimed herein, in the preferred embodiment, is robust and can handle 
extremely heavy application usage. For example, the invention claimed 
herein should accommodate 10,000 decisions per hour, but is by no means 
limited to accodating that amount. The invention should incorporate a queing 

25 functionality for unlikely scenarios when application usage exceeds capacity. 
The invention claimed herein should comprise multiple access points to the 
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decision engine, so that multiple external partners or customers can access 
separate regions of the decision engine simultaneously. 

In the preferred embodiment, the invention retrieves any negative activity or 
5 history based on proprietary data banks. Based on the information collected, 
the 5 second lookup fraud method decides whether an eCheck transaction is 
declined or placed in a pending status. The method sends a pass or fail 
response including reasons for declines to the customer. Possible reasons 
for declines comprise, but are by no means limited to: aborted reasons, such 

10 as customer's front-end declines concerning authentication, credit, or fraud 
risk; decision reasons, such as, for example, failure to authenticate; ACH 
reasons, such as, for example, insufficient funds, account closed, invalid 
account number, no prenotification on file, and the like; and notification of 
change (NOC) reasons, wherein NOC further provides information necessary 

15 to correct the transaction, such as, for example, incorrect DFI account 
number, wherein the correct DFI account number appears in a corrected data 
field. 

It can be appreciated that the registration process can be adapted to 
20 accommodate international registrations. For example, tables of international 
codes and storage of countries codes wherein the countries are considered 
high risk can be employed in the invention claimed herein. 

In the preferred embodiment, valid transaction data is ensured prior to running 
25 any individual risk assessments. For example, no risk assessments are 
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performed when any of the following are returned: insufficient data provided, 
invalid data provided, or international transaction are not supported. 

The preferred embodiment facilitates authentication of parties for both a one- 
5 time transaction or for ongoing transactions. 

The preferred embodiment protects consumer information by encrypted 
messaging. 

10 In the preferred embodiment, as each risk assessment response is returned 
to the online decision engine, both the risk assessment ID and the risk 
assessment result are logged. After all risk assessments are complete, the 
responses are evaluated. For example, if all risk assessments are passes, 
then the decision is an accept. If any individual risk assessment fails, then the 

15 decision for the transaction is a decline. It can be appreciated that decision 
logic becomes more complicated as additional risk assessments are added to 
a given set of risk assessments. 

In the preferred embodiment, seller category assignment is based on four 
20 factors, but is not limited to the four factors: a risk decision, gross monthly 
volume of the seller, length of time the seller has been with customer, and the 
customer feedback rating. The preferred embodiment also handles 
processing of enrollment profile changes, processing of failed enrollments, 
processing of enrollment overrides, and delayed risk assessment condition, 
25 wherein delayed results are captured for possible use by an intra-day fraud 
engine. 
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In another preferred embodiment, special processing is required for special 
category assignment for pre-approved and other special promotions. 

5 Handling Exceptions Between Two Parties. 

The exception handling process comprises returned item processing for 
electronic checks and charge back item processing for credit card 
transactions. 

10 

In the preferred embodiment, only very basic user interface functionality is 
required using, such as, for example, mainframe CICS screens, or browser- 
based user interface screens.. As other functions are completed, users will 
need additional user interface capabilities. At a minimum, users should have 
15 the ability to: 

• Reverse an eCheck transaction that is waiting to be released to ACH; and 

• Refund a buyer some specified amount for an eCheck purchase. 

In the preferred embodiment, when a specific eCheck transaction is targeted 
20 for special action, the user experiences the following: 

1) The user logs into the appropriate area of the processing environment. 
Rules for login ID convention should be established, e.g. e-mail address, 
mainframe ID, and the like. 

25 



14 



2) The user is authorized to take action on purchase transactions before 
granted access to user interface screens. 

3) The user selects the desired function. 

4) The user inptrt an order ID of the transaction that needs to be stopped or 
refunded. 

5) The user views relevant information about that transaction, such as, for 
10 example, the following, but is by no means limited to the following: 

a) Order ID; 

b) Auction number; 

c) Buyer's Client User ID; 
15 d) Buyer's merchant ID; 

e) Buyer name; 

f) Status of the transaction, e.g. already sent to ACH, ACH Return 
received, past 3-day window, and the like; 

g) Date/time stamp the transaction was originally received; 
20 h) Amount of the original transaction; and 

i) Balance on the transaction (less previous refunds, etc.). 

6) The user confirms that the correct transaction and action have been 
selected by choosing either to execute or cancel the action against the 

25 transaction. 
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# 



7) The invention completes the desired action: Reversal or Refund. 

a) If eCheck Reversal: 

• The user is prompted to enter the following: 
5 • Reason code for the reversal; and 

Reason text for the reversal; 

• The reversal function is executed; 

• After the transaction has been executed, a confirmation message is 
displayed on the screen, as well as a reminder of manual tasks 

10 which may need to be completed, e.g. contacting the merchant; 

• If the reversal can not be executed for any reason, e.g. the 
transaction is already released to ACH, an appropriate message is 
displayed. 

15 b) If eCheck Refund: 

• The user is prompted to enter the following: 

Amount of refund request; 
■ The refund type that indicates the accounting and other 
requirements for the refund, e.g. seller initiated = 'ST, and 
20 Buyer-Only Refund (Fraud) = 'BO'; 

Reason code for refund; 
Reason text for refund; 

• The refund function is executed; 

• After the transaction has been executed, a confirmation message is 
25 displayed on the screen, as well as a reminder of manual tasks 

which may need to be completed, e.g. contacting the merchant. 
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The manual tasks may vary depending on the specific refund type 
selected; 

• If the refund could not be executed for any reason, e.g. purchase 
already refunded up to limit, and an ACH Return received, an 
appropriate message is displayed; 

8) The user has the option to return to the main menu or to logoff; and 

9) The user may initiate multiple reversals or refunds until they elect to logoff. 
Impact to a Merchant. 

In the preferred embodiment, merchant databases are updated whenever a 
change is made to any purchase transaction. The merchant is notified 
whenever the decision engine initiates any action against an eCheck 
purchase. In another embodiment, users are able to update the merchant's 
financial and fraud databases directly via thirdparty vendors, such as, for 
example, Carepoint/Fraudpoint. 

In the case of seller initiated refunds, the merchant can process a seller 
refund and subsequent ACH credit to the buyer through a message unit 
interface to the decision engine. 

Interface. 

Other embodiments of the invention use Intranet or Internet based user 
interface screens, click-on buttons, and pull down menus for user selections. 
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Functionality. 

Other embodiments of the invention comprise any of the following 
functionality: 

• Different screens for seller initiated vs. fraud related refunds; 

• Fraud Notification Messages to the merchant or partner; 

• Ability to search for purchase transactions based on multiple, full or partial 
field matches; 

• Ability to search for enrollment records based on multiple, full or partial 
field matches; 

• i-Fraud Database management (enter, change, delete records; create field 
types); 

• Auto-stop function, wherein the user enters a transaction to be stopped, 
the system determines its position in payment cycle, and selects the 
appropriate function to execute; 

• Charge back recovery management; and 

• User access control screens. 

Reconcile Funds. 

Herein below, the terms partner and merchant can be used interchangeably. 
Reconciling funds comprises funds disbursement for approved transactions. 
Disbursements can include international disbursements, such as, for example, 
for Canadian transactions and other international currencies. 

Real-time processing • 
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It can be appreciated that the invention herein can be extended to comprise 
real-time debit of funds for electronic check transactions, otherwise known as 
guaranteed hold on funds (in lieu of ACH processing)* 

5 Online Seller Disbursements. 

In the preferred embodiment, once the seller advises the partner that the 
product has been shipped and the partner has been notified that they have 
been funded for the transaction, the partner initiates payment to the seller via 
a seller disbursement file. It can be appreciated that if sellers deliver goods 

Q 10 digitally, the process whereby the seller of digital goods advises the partner 

'"*4 that the goods have been shipped occurs automatically. 

If j In the preferred embodiment, the seller disbursement file contains one net 
!; deposit for each seller. Represented in the seller's net deposit may be t 

jy 15 multiple purchase and refund transactions, as well as charge backs, fees, and 
q other amounts due. The net deposit could be negative if the amount of * 
refunds, charge backs and/or fees owed exceeds the daily sales transactions. 

In the preferred embodiment, and to provide maximum flexibility to manage 
20 customer's risk, payment flags or indicators that control seller disbursement 
are built at the seller level. Seller disbursement is controlled by the partner. 
The data is housed on the partner's system and is accessible by a proprietary 
risk group responsible for risk reviewing and decision making. 

25 In the one preferred embodiment, individual flags are set on the partner's 
system to indicate timing of disbursement. Default settings are established 
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systematically at the partner's level to provide flexibility for different types of 
scenarios and risk tolerances. Based on different risks associated with each 
payment type, i.e. credit card versus eCheck, the system has different flags 
for each payment type. Flags comprise, but are by no means limited to: 
5 • Should the merchant be funded? Default is flag is set to yes, and is no 
under extreme circumstances} . 

• Number of days funding should be delayed after the day the transaction is 
settled 

• Amount of reserve accumulated prior to paying any funds to seller, 
10 wherein if the field is zero, then no reserve accumulated. Reserve should 

be either a flat dollar amount, a percentage of sales, or a percentage of 
sales with a cap on the reserve amount. 

• A maximum payment amount that can not be exceeded without override 
approval of the proprietary risk group. The system is built to release such 

15 large deposits after a predetermined number of days, if no action is taken. 

If the proprietary risk group identifies a change to a customer or seller's risk 
profile that makes the risk unacceptably high, the disbursement flag is turned 
off, the number of days increased or a reserve is withheld. Such changes 
20 need to occur in real time and must impact the day's disbursement file. Prior 
to initiating seller disbursement each day, the partner's system must query 
such flags to ensure proper action is being taken. 

The partner transmits an end-of-day seller disbursement batch file to said 
25 invention claimed herein comprising the decision engine, before a 
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predetermined cutoff time, notifying which sellers need to be funded and for 
how much. 

The invention returns an acknowledgement file to the partner. The 
5 acknowledgement file lets the partner know which seller disbursement 
transactions, if any, failed special edit routines of the invention claimed herein, 
wherein special edit rules are applied prior to completing the transaction, to 
ensure that a valid transaction has been transmitted from the merchant or 
partner to the decisioning engine. 

10 

In the preferred embodiment, the accepted transactions from the seller 
disbursement file are reformatted into NACHA format and the file is submitted 
to the proprietary ACH system of the claimed invention. 

15 The seller disbursement batch file, the seller disbursement acknowledgement 
file, and the ACH file are logged for future reference. If the proprietary ACH 
receives an ACH reject for any reason, the reject is returned to the invention 
claimed herein and can be passed to the merchant in the beginning of day 
(BOD) file. This allows for correction and possible resubmission of the 

20 transaction . 

Settlement Overview for Credit Cards. 

In one embodiment, purchase information via credit cards can be stored. No 
decision is made. A miminal response is returned to the customer to 
25 acknowledge receipt of the credit card transaction. There is a flag at the 
partner source level with a Yes or No indicator to identify whether or not full 
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processing capabilities are required. In the preferred embodiment, where full 
credit card processing functionality is being provided, the partner's system 
creates a daily batch settlement file at the end of every day. This file contains 
all transactions identified by the partner's clients and/or sellers as ready to 
5 settle, i.e. meaning the goods have been shipped to the buyer, as well as any 
returns. This settlement file is transmitted to the invention claimed herein by a 
predetermined time each day, typically 4pm Pacific time, Monday through 
Friday. The information sent from the partner is taken and an FDMS 
formatted settlement file is created. This FDMS formatted file needs to be 

10 sent to FDMS by predetermined times, such as, by 5pm pacific time, 7pm 
central standard time, for FDMS nightly processing Monday through Friday 
only. In the preferred embodiment, files containing Saturday's and Sunday's 
transactions are sent to FDMS with Monday's settlement file and processed 
by FDMS on Monday night, A copy of the files is sent to proprietary financial 

1 5 operations support. 

In the preferred embodiment, one record is needed on this file for every credit 
card transaction that is approved and is ready to settle. In addition, a record 
needs to be created for each return. Required data in the preferred 
20 embodiment for each transaction ready to settle or for each return are, but are 
not limited to, source ID, order ID, merchant ID, seller ID, return/settlement 
indicator, and return amount. 

Integrate with Merchant's Web page. 

25 In the preferred embodiment, proprietary message unit architecture provides 
for smooth integration with and online messaging to and from the merchant. 
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The invention comprises real time, 5 second decisioning, as well as batch 
processing. Batch process architecture provides for timely processing of 
transactional level reconciliation information for both originations and 
exception items. Five second decisioning is used for both the registration 
5 process and for credit card and electronic check transactions. Both domestic 
and international payments for both credit card and electronic check are 
accepted. Finally, integration or interfacing with the merchant's Web page 
can be through through personal computer (PC) or wireless technology. 

S3 10 It is noted that integrating with the merchant's Web page has a plug and play 
;^ quality, because this feature of the invention claimed herein consists of 
'f* required fields. The preferred embodiment works with a variety of front ends, 
and is independent of design of a merchant's front end. 

fg 15 It is noted that the invention claimed herein provides for integrating with 
□ merchant's Web page in real time. 

It is noted that the ACH method of reconciliation and the matching process to 
the original transaction is a unique feature. 

20 

Report Suspicious Activity to the Merchant. 

In the preferred embodiment, It can be appreciated that risk programs 
available in the market, or proprietary risk assessment rules and algorithms 
can be used in the invention claimed here. The invention provides for alerting 
25 to the merchant suspicious activity, such as, for example by alert reports. It 
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can be appreciated that the invention provides for additional decisioning and 
fraud-screening intra-day, i.e. after the 5 second decisioning. 

The process to initiate transaction reversals or refunds is sometimes due to 
detected fraud. Two modes of evaluating a message for fraudulent activity, 
otherwise known as authenticating transactions, are: 

• 5 second, or real time response in order to stop a fraudulent transaction; orA 

• update a 5 second response with output from an intraday fraud detection 
process, in order to stop a fraudulent transactionr-apid « 

/ 

Intraday Fraud Detection. 

In the preferred embodiment, Intraday fraud detection encompasses all fraud 
detection efforts that are performed after a 5-second decision has been 
returned to a partner on a purchase or enrollment request. It can occur 
minutes after the transaction is complete or even days later. 

Intraday Fraud Process . 

In one preferred embodiment, every two hours new purchase and enrollment 
data is downloaded from a mainframe and loaded into SAS files in Unix. A 
number of SAS queries are created to detect irregular transaction activity. 
These queries generate reports that are then e-mailed to appropriate staff on 
a regular basis for follow up. Another alternative is to have the SAS queries 
processed directly on the mainframe. 
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The preferred embodiment allows for new detection methods to be constantly 
added and tested to standard intraday reporting processes. The decisioning 
engine support environment communicates to the merchant via call or e-mail 
when a fraud has been discovered on an ad-hoc basis. 

5 

In one preferred embodiment, merchant fraud analysts determine that fraud 
has occurred or that sufficient fraud risk exists, and they proceed with their 
standard processes for notifying the seller or buyer, and withhold funding as 
appropriate. 

10 

Following are detection processes provided by a preferred embodiment, 
according to the invention: 

• eCheck Reversals. Functionality to stop fraudulent eCheck purchases 
from being sent to ACH if caught before the 4pm ACH cutoff; 

15 • eCheck Stops. Functionality to undo an eCheck purchase by crediting the 
buyer and not funding the seller for the transaction amount, if the fraud is 
detected after the Day 0 - 4pm ACH cutoff but before the Day 3 Beginning 
of Day (BOD) file has been sent to the merchant; 

• Simple user interface screens. To execute the above mentioned 
20 functions; 

• i-Fraud Database. A fraud database; and 

• Charge back data collection. Capture charge back data in the Intraday 
downloads to a support environment. 
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It can be appreciated that additional risk assessments and substantial 
refinements in the analysis of fraud activity can be added to the claimed 
invention herein without deviating from the scope and spirit of the invention. 

5 Decisioning engine. 

The decision engine is an online interactive subsystem. In the preferred 
embodiment, an initial decision takes place within 5 seconds. The 5 second 
lookup subsystem comprises, but is not limited to making a decision on a 
transaction and/or a registration; notifying the appropriate partner of the 
10 decision; and sending qualified transactions to the ACH. 

In the preferred embodiment, the architecture is sufficiently open to 
accommodate a variety of partners, and to allow for additional data elements, 
data file comparisons, and other risk processes. In another embodiment, the 
15 architecture also allows for user adjustment of risk element weighting, and 
could use user defined risk element tables, rather than hard coded risk 
weighting. 

In the preferred embodiment, the claimed invention herein is the originator of 
20 ACH debits. Funds settle in an operating account for which to fund customer 
accounts, but not message the customer on accept or decline. 

The ACH clock begins with Day 0, when transactions are submitted to the 
invention. The invention assumes any risk for any returned items after a 
25 predetermined day, which, in the preferred embodiment, is Day 3. In the 
preferred embodiment, transaction logs for ACH returns are updated and 
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corresponding information is communicated to the customer. Late returns are 
also tracked. 

It can be appreciated that risk management criteria that are proprietary, as 
well as risk management criteria that are from conventional programs can be 
used to determine, quantify, and qualify risk of potential buyers and sellers. 
Basically, risk assessment processes are used to indicate by means of a flag, 
or the like, potential risks by determining and then using the following: 
suspicious amounts of transactions, suspicious personal information of buyers 
or sellers, suspicious activities of buyers or sellers, conventional statistical 
information and conventional modes of operation of end-consumers. 

Merchant to Indicate to Seller Approval for Shipment of Goods and 
Services. 

Merchant indicating approval for shipment of goods and services is also 
known as "okay to ship." In the preferred embodiment of the invention, risk 
analysis for transaction decisions as disclosed herein above is used. This 
feature of the claimed invention controls loss exposure for merchants. In 
addition, means for guaranteeing payment to the merchant after shipment of 
goods and services and insurance against fraud after shipment of goods are 
provided. 

In another preferred embodiment, risk parameters for velocity and spending 
limits on transactions for merchants are identified. 
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Providing to Merchant a Decision to Transact with Buyer Based on a 
Determined Risk of Buyer. 

In the preferred embodiment, online 5 second decisioning is used. In another 
embodiment, additional Intraday review for fraud is applied to the transaction 
5 related information. Decision critieria are updated as transaction knowledge 
is gained. Stored transaction data is used for future decisions. Additionally, 
the shipment of goods and services from the merchant to the end-consumer is 
guaranteed and insurance is provided against fraud after payment is received. 

10 Fig. 1 shows a schematic block diagram of main components, according to 
the invention. The preferred embodiment of the invention comprises a 
decisioning engine 10 for providing a decisioning solution to a customer 20. It 
also comprises means for processing and reconciling funds 30, and means for 
providing electronic transferring of funds 40, thereby facilitating processing of 

15 payments for the customer 20. The means for processing and reconciling of 
funds further comprises an internal processor, the Automated Clearing House 
31, and the external processor, FDMS 32. The means for electronic 
transferring of funds further comprises means for handling exceptions 41 , and 
means for determining and indicating to the customer approval for shipment of 

20 goods and services 42. The decisioning engine 10 further comprises means 
for authenticating participating parties 1 1 , and means for reporting to said 
customer suspicious activity by the parties 12. The decisioning engine 10 
interfaces and integrates seamlessly with the customer's Web page in both 
real time and batch processing 50. Typically, the decisioning engine 

25 communicates with the ACH 31 and external processor 32 by batch 
processing 51 and 52, respectively. The decisioning engine 10 
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communicates with the means for electronic transferring of funds in both real 
time and batch processing 53. 

Accordingly, although the invention has been described in detail with 
reference to particular preferred embodiments, persons possessing ordinary 
skill in the art to which this invention pertains will appreciate that various 
modifications and enhancements may be made without departing from the 
spirit and scope of the claims that follow. 
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